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Abstract— Storage of documents in cloud has gaining more popularity. However for security issues data has been
encrypted in cloud. Encrypted data should be effectively searchable and retrievable without any privacy leak. In this
paper we are proposing a method to execute operations on encrypted data without decrypting them, this will provide
the same results after calculations as if we have worked directly on the raw data. The vendor uploads the document
in the mobile cloud environment. The users have to send the specific keyword related to the document that the user
is searched for. Here we use Homomorphic Encryption algorithm for encryption because it reduces the search
time.The vendor uses homomorphic Encryption algorithm for uploading and searching the document in the cloud.
This scheme reduces search time delay and highly secure when compared to traditional schemes.
Keywords—Encrypted search; Homomorphic Encryption; Mobile Cloud.

1. INTRODUCTION
Cloud computing refers to the delivery of computing
resources over the Internet .Instead of keeping data
on your own hard drive or updating applications for
your needs, you use a service over the Internet, at
another location, to store your information or use its
applications.
In other words Cloud Computing is
the use of computing resources that are delivered as a
service over a network." So, you push your data to
the cloud then tell the cloud what computation to
perform. The cloud computes the result and sends the
answer back to you. Hence the data can be accessed
from any remote location via internet. However
Doing so may give rise to certain privacy
implications. As Cloud is not trusted.
The cloud
might acts maliciously so this is the reason the data
provider encrypts the data before uploading them to
cloud. When user needs to query certain documents
they first send the search request.. EnDAS[1] stores a
pre-computed Trapdoor Mapping Table (TMT) in
mobile devices,Which Maps common English words
to corresponding trapdoors(encrypted keyword).
Trapdoor mapping table stores the information

needed for mapping and search, the heavy
computation for generating trapdoors is not needed to
be conducted online. However, it is inevitable that
the trapdoors of some
keywords have not been stored in
the trapdoor mapping table in advance. In this case,
the keyword is encrypted by the user. Then the newly
retrieved or generated pure trapdoor is added with
some noises from a noise set , to prevent the cloud
from examining the same trapdoors. The Trapdoor is
sent to cloud by users to get the requested
document.The cloud then uses that trapdoor to search
the requested document by using Ranked Serial
Binary Search Algorithm. Ranked serial binary
search is a different approach to finding a particular
record. The idea is that you divide all the records into
two, a top half and a bottom half. You then test to see
which half the record you want is in. Whichever half
it isn’t in, you discard. So you are now left with only
half of the original records. You then split that half
into two and repeat the process, until you eventually
find the record you want. Finally, the user receives
these encrypted search results and uses the private
key from the provider to decrypt documents.
This study focuses on security and search time
inefficiency issues over mobile cloud.We present an
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Efficient Data Search In Cloud Using Homomorphic
Encryption scheme to tackle this problem.Our system
uses the Homomorphic Encryption to reduce the
search time delay and to secure the data in cloud.

execution flow of a ENDAS ,including the three main
flows: Indexing the document Uploading Process
(steps 1 to 4),trapdoor generation process(steps 5 to
7) and document retrieval process (steps 8 to 10).
2.2. Indexing the document Uploading Process:

2. PROBLEM STATEMENT
In this section, we briefly introduce the existing
ENDAS architecture[1] and outline their short
comings.

The provider encrypts the document and
uploads it over cloud. The encryption algorithm used
to encrypt the documents is symmetric key
encryption algorithm .It is the encryption method in
which both the sender and receiver share the same
key.In symmetric key cryptography[15],the algorithm
used for decryption is the inverse of the algorithm
used for encryption.This means that if the encryption
algorithm uses a combination of addition and
multiplication,the decryption algorithm uses a
combination of division and subtraction.They are
named so, since the same key is used for both
encryption as well as decryption.
2.3. Trapdoor Generation Process:

Figure 1.Efficient Encrypted Data search as a
mobile cloud service
2.1 ENDAS:
As shown in (figure 1), the efficient
data search in cloud using Homomorphic Encryption
is composed of three different participants, Vendor,
Cloud and User, which are defined below.
The Vendor possesses a set of documents. It intends
to outsource these to the cloud and let users contact
the cloud for the search service. The Cloud is a
commercial organization that provides computation
and storage resources in the form of virtual machines,
commonly known as “cloud” services. The User is
someone who submits keywords to search documents
that contain these keywords. In our scenario, users
would use mobile device such as smartphones and
tablets to submit search requests. Figure 1 details the

To get the document from cloud the user
needs authentication from cloud.When the user sends
the search request , which refers to trapdoor mapping
table to get the trapdoor.Trapdoor is the encrypted
keyword. Trapdoor mapping table stores the
information needed for mapping and search, the
heavy computation for generating trapdoors is not
needed to be conducted online. However, it is
inevitable that the trapdoors of some keywords have
not been stored in the trapdoor mapping table in
advance. In this case, the keyword is encrypted by the
user.
2.4. Document Retrieval Process:
In this process user sends the trapdoor to get the
search result.The cloud uses Ranked Serial Binary
Search Algorithm to search the requested document.
Ranked serial binary search[11] is a different
approach to finding a particular record. The idea is
that you divide all the records into two, a top half and
a bottom half. You then test to see which half the
record you want is in. Whichever half it isn’t in, you
discard. So you are now left with only half of the
original records. You then split that half into two and
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repeat the process, until you eventually find the
record you want. Finally, the user receives these
encrypted search results and uses the private key
from the provider to decrypt documents.
3. PROPOSED SYSTEM
This section introduces the design of the Efficient
Data search in cloud using Homomorphic
Encryption.As compared to Endas system, this
system 1)speeds up the search time, as it eliminates
the reference to trapdoor mapping table to get a
trapdoor for sending a search request to cloud.Instead
of trapdoor ,the keyword is directly sent to the cloud
2)Usage of the Homomorphic Encryption Algorithm
not only encrypts and searches the document but also
provides security to the data in the cloud.
3.1 Architecture:

encryption [9]is a form of encryption that allows
computations to be carried out on ciphertext, thus
generating an encrypted result which, when
decrypted, matches the result of operations
performed on the plaintext.This is sometimes a
desirable feature in modern communication system
architectures. Homomorphic encryption would allow
the chaining together of different services without
exposing
the
data
to
each
of
those
services..Homomorphic Encryption systems are used
to perform operations on encrypted data without
knowing the private key (without decryption), the
client is the only holder of the secret key. When we
decrypt the result of any operation, it is the same as if
we had carried out the calculation on the raw data.
The user then sends the search keyword to the cloud.
3.2 Document Retrieval Process:
The cloud uses the Homomorphic
encryption algorithm to perform the computation in
the encrypted document.The cloud then retrieves the
results the list of documents which matches the
search keyword.The requested document will be
downloaded only when the user provides the valid
private key from the provider.The private key will be
generated from the provider to the user by using
Advanced Encryption Standard(AES).AES is a
symmetric block cipher and is the most secure
encryption algorithm available today. The authorized
user will use his private key to download the
requested document.
3.2 Homomorphic Encryption:

Figure 2 Existing System architecture
Above figure shows the search flow of Efficient Data
search in cloud using Homomorphic Encryption
system.It contains the two main flow:Document
Uploading Process and Document Retrieval Process.
3.1. Document Uploading Process:
First the provider uploads the encypted data in the
cloud.The Homomorphic Encrption algorithm is used
to encrypt the document in the Cloud. Homomorphic

A cryptosystem thatsupports arbitrary
computation on ciphertexts is known as fully
homomorphic encryption [8] and is far more
powerful. In Other words Homomorphic encryption
is the conversion of data into ciphertext that can be
analyzed and worked with as if it were still in its
original form. Such a scheme enables the
construction of programs for any desirable
functionality, which can be run on encrypted inputs
to produce an encryption of the result. Since such a
program need never decrypt its inputs, it can be run
by an untrusted party without revealing its inputs and
internal state. The existence of an efficient and fully
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homomorphic cryptosystem[5] would have great
practical implications in the outsourcing of private
computations, for instance, in the context of cloud
computing. Homomorphic encryption is expected to
play an important part in cloud computing, allowing
companies to store encrypted data in a public cloud
and take advantage of the cloud provider’s analytic
services.
The utility of fully homomorphic encryption has been
long recognized. The problem of constructing such a
scheme was first proposed within a year of the
development of RSA. A solution proved more
elusive; for more than 30 years, it was unclear
whether fully homomorphic encryption was even
possible. During that period, partial results included
the Boneh–Goh–Nissim cryptosystem that supports
evaluation of an unlimited number of addition
operations but at most one multiplication, and the
Ishai-Paskin cryptosystem that supports evaluation of
(polynomial-size) Branching program.
With the rapid development
of Cloud computing, more and more users deposit
their data and application on the cloud. But the
development of Cloud computing is hindered by
many Cloud security problem. Cloud computing has
many characteristics, e.g. multi- user, virtualization,
scalability and so on. Because of these new
characteristics, traditional security technologies can't
make Cloud computing fully safe. Therefore, Cloud
computing security becomes the current research
focus. In order to solve the problem of data security
in cloud computing system, by introducing fully
homomorphism encryption algorithm in the cloud
computing data security, a new kind of data security
solution to the insecurity of the cloud computing is
proposed and the scenarios of this application is
hereafter constructed. This new security solution is
fully fit for the processing and retrieval of the
encrypted data, and effectively leading to the broad
applicable prospect, the security of data transmission
and the storage of the cloud computing

Cloud Using Homomorphic Encryption.we have used
homomorphic encryption algorithm to speed up the
search and to provide security.Finally our evaluation
study experimentally demonstrates the performance
advantages of Efficient Data Search In Cloud Using
Homomorphic Encryption.
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4. CONCLUSION
In this paper we proposed a efficient datasearch in
cloud using homomorphic encryption which reduces
the search time delay and provides security.we
analysed the problem in Endas[1] and developed an
efficient architecture of Efficient Data Search In
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