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Abstract—The Mobile nodes in military networks like
abattlefield or a hostile region unit most likely to suffer from

quality,especially after they operate in hostile environments.
Disruption-tolerant network (DTN) technologies are getting
flourishing solutions that enable nodes to move with

intermittent network property and frequent partitions.
Disruption-tolerant network (DTN) technologies have gotten
distinguished solutions that alter wireless devices carried by

everyother in these extreme networking environments
[1]–[3]. Typically, once there\'s no end-to-end association

troopers to speak with each other and access the direction or

between a supplyand a destination try, the messages from the

command reliably by abuse device nodes. variety of the most

supply node could need to wait within the intermediate nodes

trouble some issues throughout this case unit the group action

for a eventful quantity of time till the association would be

of authorization policies and conjointly the policies update for

eventually established.Roy [4] and Chuah [5] introduced

secure

Ciphertext-policy

storage nodes in DTNs where information is hold on or

attribute-based cryptography (CP-ABE) is a promising

replicated specified solely licensed mobile nodes will access

information

regenaration.

cryptographical resolution to the access management issues.
However, the matter of applying CP-ABE in decentralized
DTNs planned several security and privacy challenges with
respect to the attribute revocation, key escrow, and
coordination of attributesissued from entirely completely

the required info quickly and efficiently. Many military
applications require enhanced privacy of confidential data
including access control methods that are cryptographically
enforced [6], [7]. In many cases, it is desirable to provide

different authorities. throughout this paper, we tend to tend to

discriminate access services such that data access policies are

propose a secure information retrieval theme using CP-ABE

defined over user attributes or roles, which are managed by

for decentralized DTNs where multiple key authorities manage

the key authorities. For example, in a disruption-tolerant

their attributes severally. we tend to tend to demonstrate how

military networks, a commander may store a secrete data at a

to apply the projected mechanism to securely and with

storage node, which should be accessed by soldiers of

efficiency manage the confidential information distributed in

“Battalion 1” who are participating in “Region 2.” In this

the disruption-tolerant military network.

case, it is a reasonable assumption that multi-key authorities

Index Terms:— Access management, attribute-based
encoding(ABE),
disruption-tolerant
network
(DTN),
multiauthority, securedata retrieval, two-party computation
(2PC), KP-ABE and CP-ABE.

are likely to manage their own dynamic attributes for soldiers
in their deployed regions or echelons, which could be
frequently changed (e.g., the attribute representing current

I. INTRODUCTION

location of moving soldiers) [4], [8], [9]. We refer to this

several military network situations, connections of
wireless devices carried by troopers could also be briefly
interrupted
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ECM,

environmental

factors,

and

DTN architecture where multiple authentication issues and
manage their own attribute keys independently as a
decentralized DTN [10].
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The concept of attribute-based encryption (ABE) [11]–[14]

secrets. Since such a key generation mechanism based on the

is a promising approach that fulfills the requirements for

single master secret is the basic method for most of the

secure data retrieval in DTNs. ABE features a mechanism

asymmetric encryption systems such as the attribute-based or

that

identity-based encryption protocols, removing escrow in

enables an access control over encrypted data using access

single or multiple-authority CP-ABE is a pivotal open

policies and ascribed attributes among private keys and

problem.

ciphertexts. Especially, ciphertext-policy ABE (CP-ABE)

The challenge is the coordination of attributes issued from

provides a scalable way of encrypting data such that the

different authorities. When multiple authorities manage and

encryptor defines the attribute set that the decryptor needs to

issue attribute keys to users freely with their own master

possess in order to decrypt the ciphertext [13]. Thus,

secrets, it is very hard to definefine-grained access policies

different users are allowed to decrypt different pieces of data

over attributes issued from different authorities. For

per the security policy. However, the problem of applying the

example, suppose that attributes “role 1” and “region 1” are

ABE to DTNs offer several security and privacy challenges.

managed by the authority A, and “role 2” and “region 2” are

Since some users may change their associated attributes at

managed by the authority B. Then, it is absurd to generate an

some point (for example, moving their region), or some

access policy ((“role 1” OR “role 2”) and (“ region 1” or

private keys might be compromised, key updation for each

“region 2”)) in the previous schemes because the OR logic

attribute is necessary in order to make systems secure.

between attributes issued from different authorities cannot be

However, this issue is even more difficult, especially in ABE

achived. This is due to the fact that the different authorities

systems, since each attribute is conceivably shared by

generate their own attribute keys using their own

multiple users (henceforth, we refer to sucha collection of

independent and individual master secret keys. Therefore,

users as an attribute group). This implies that revocation of

general access policies, such as “ -out-of- ” logic, cannot be

any attribute or any single user in an attribute group would

expressed in the previous schemes, which is a very practical

affect the other users in the group. For example, if a user joins

and commonly required access policy logic.

or leaves an attribute group, the attribute key should be
changed and redistributed to all the othermembers in the

A. Related Work ABE
comes in two types called key-policy ABE (KP-ABE) and

same group for backward or forward secrecy. It may result in

ciphertext-policy ABE (CP-ABE). In KP-ABE, the encryptor

bottleneck during rekeying(key regeneration) procedure, or

only gets to label a ciphertext with a set of attributes.

security degradation due to the windows of vulnerability if

The key authority chooses a policy for each user that regulate

the previous attribute key is not updated immediately.

which ciphertexts he can decrypt and issues the key to each

Another challenge is the key escrow problem. In CP-ABE,

user by embedding the policy into the user’s key. However,

the key authority generates private keys of users by applying

the roles of the ciphertexts and keys are reversed in

the authority’s master secret keys to users’ associated set of

CP-ABE.In CP-ABE, the ciphertext is encrypted with an

attributes. Thus, the key authority can decrypt every

access policy chosen by an encryptor, but a key is simply

ciphertext addressed to specific users by generating their

created with respect to an attributes set. CP-ABE is more

attribute keys. If the key authority is compromised by

appropriate to DTNs than KP-ABE because it enables

adversaries when deployed in the hostile environments, this

encryptors such as a commander to choose an access policy

could be a potential threat to the data preservation or privacy

on attributes and to encrypt confidential data under the

especially when the data is highly sensitive. The key escrow

access structure via encrypting with the corresponding public

is an inherent problem even in the multiple-authority systems

keys or attributes [4], [7], [15]. 1) Attribute Revocation:

as long as each key authority has the whole privilege to

Bethencourt et al. [13] and Boldyrevaet al.[16]first suggested

generate their own attribute keys with their own master

key revocation mechanisms in CP-ABE and KP-ABE,
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respectively. Their solutions are to append to each attribute

lacks efficiency performance. This scheme will pose

an expiration date (or time) and distribute a new set of keys to

overhead group elements1 additively to the size of the

valid users after the expiration. The periodic attribute

ciphertext and multiplicatively to the size of private key over

revocable ABE schemes [8], [13], [16], [17] have two main

the original CP-ABE scheme of Bethencourtet al.[13], where

problems.

is the maximum size of revoked attributes set .Golleet al.[20]

Thefirst problem is the security degradation in terms of the

also proposed a user revocable KP-ABE scheme, but their

backward and forward secrecy [18]. It is a considerable

scheme only works when the number of attributes associated

scenario that users such as soldiers may change their

with a ciphertext is exactly half of the universe size.

attributes frequently, e.g., position or location move when

2) Key Escrow:Most of the existing ABE schemes are

considering these as attributes [4], [9]. Then, a user who

constructed on the architecture where a single trusted

newly holds the attribute might be able to access the previous

authority has the power to generate the whole private keys of

data encrypted before he obtains the attribute until the data is

users with its master secret information [11],[13], [14],

reencrypted with the newly updated attribute keys by periodic

[21]–[23]. Thus, the key escrow problem is inherentsuch that

rekeying (backward secrecy). For example, assume that at

the key authority can decrypt every ciphertext addressed to

time , a ciphertext is encrypted with a policy that can be

users in the system by generating their secret keys atany time.

decrypted with a set of attributes (embedded in the users keys)

Chaseet al.[24] presented a distributed KP-ABE scheme that

for users with .Aftertime ,say, a user newly holds the attribute

solves the key escrow problem in a multiauthority system. In

set . Even if the new user should be disallowed to decrypt the

this approach, all (disjoint) attribute authorities are

ciphertext for the time instance , he can still decrypt the

participating in the key generation protocol in a distributed

previous ciphertext until it is reencrypted with the newly

way such that they cannot pool their data and link multiple

updated attribute keys. On the other hand, a revoked user

attribute sets belonging to the same user.Onedisadvantage of

would still be able to access the encrypted data even if he does

this

not hold the attribute any more until the next expiration time

degradation. Since there is no centralized authority with

(forward secrecy). For example, when a user is disqualified

master secret information, all attribute authorities should

with the attribute at time , he can still decrypt the ciphertext

communicate with each other in the system to generate a

of the previous time instance unless the key of the user is

user’s secret key. This results in communication overhead on

expired and the ciphertext is reencrypted with the newly

the system setup and the rekeying phases and requires each

updated key that the user cannot obtain. We call this

user to store additional auxiliary key components besides the

uncontrolled period of time windows of vulnerability. The

attributes keys, where is the number of authorities in the

other is the scalability problem. The key authority

system.

periodically announces a key update material by unicast at

3) Decentralized ABE: Huanget al.[9] and Roy et al.[4]

each time-slot so that all of the nonrevoked users can update

proposed

their keys. This results in the “1-affects- ” problem, which

multiauthority network environment. They achieved a

means that the update of a single attribute affects the whole

combined access policy over the attributes issued from

nonrevoked users who share the attribute [19]. This could bea

different authorities by simply encrypting data multiple times.

bottleneck for both the key authority and all nonrevoked

The main disadvantages of this approach are efficiency and

users. The immediate key revocation can be done by revoking

expressiveness of access policy. For example, when a

users

clauses

commander encrypts a secret mission to soldiers under the

[4],[14].Todoso, one just adds conjunctively the AND of

policy (“Battalion 1” AND (“Region 2” OR ‘Region 3”)), it

negation of revoked user identities (where each is considered

cannot be expressed when each “Region” attribute is

as an attribute here). However, this solution still somewhat

managed

using

ABE

that

supports

negative

fully distributed approach is the performance

decentralized

by

different

CP-ABE

schemes

authorities,

since

in

the

simply
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multiencrypting approaches can by no means express any
general “ -out-of- ” logics (e.g., OR, that is 1-out-of- ). For

In this section, we describe the DTN architecture and
define the security model.

example, let be the key authorities, and be attributes sets they
independently manage, respectively. Then, the only access
policy expressed with is, which can be achieved by
encrypting a message with by , and then encrypting the
resulting ciphertext with by (where is the ciphertext
encrypted under ), and then encrypting resulting ciphertext
with by , and so on, until this multiencryption generates
thefinal ciphertext . Thus, the access logic should be only
AND, and they require iterative encryption operations where
is the number of attribute authorities. Therefore, they are

A. System Description and Assumptions

somewhat restricted in terms of expressiveness of the access

Fig. 1 shows the architecture of the DTN. As shown in Fig. 1,

policy and require computation and storage costs. Chase [25]

the architecture consists of the following system entities.

and Lewkoet al.[10] proposed multiauthority KP-ABE and

1) Key Authorities: They are key generation centers that

CP-ABE schemes, respectively.However, their schemes also

generate public/secret parameters for CP-ABE. The key

suffer from the key escrow problem like the prior

authorities consist of a central authority and multiple local

decentralized schemes.

authorities. We assume that there are secure and reliable

B. Contribution

communication channels between a central authority and

In this paper, we propose an attribute-based secure data

each local authority during the initial key setup and

retrieval scheme using CP-ABE for decentralized DTNs. The

generation phase. Each local authority manages different

proposed scheme features the following achievements. First,

attributes and issues corresponding attribute keys to users.

immediate attribute revocation enhances backward/forward

They grant differential access rights to individual users based

secrecy of confidential data by reducing the windows of

on the users’ attributes. The key authorities are assumed to be

vulnerability. Second, encryptors can define afine-grained

honest-but-curious. That is, they will honestly execute the

access policy using any monotone access structure

assigned tasks in the system, however they would like to

underattributes issued from any chosen set of authorities.

learn information of encrypted contents as much as possible.

Third, the key escrow problem is resolved by an escrow-free

2) Storage node: This is an entitythat stores data from

key issuing protocol that exploits the characteristic of the

senders

decentralized DTN architecture. The key issuing protocol

and provide corresponding access to users. It may be mobile

generates and issues user secret keys by performing a secure

or static [4], [5]. Similar to the previous schemes, we also

two-party computation (2PC) protocol among the key

assume the storage node to be semitrusted, that is

authorities with their own master secrets. The 2PC protocol

honest-but-curious.

deters the key authoritiesfrom obtaining any master secret

3) Sender: This is an entity who owns confidential messages

information of each other such that none of them could

or data (e.g., a commander) and wishes to store them into the

generate the whole set of user keys alone. Thus, users are not

external data storage node for ease of sharing or for reliable

required to fully trust the authorities in order to protect their

delivery to users in the extreme networking environments. A

data to be shared. The data confidentiality and privacy can be

sender is responsible for defining (attributebased) access

cryptographically

policy and enforcing it on its own data by encrypting the data

enforced

against

anycurious

key

authorities or data storage nodes in the proposed scheme.
II. NETWORKARCHITECTURE
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under the policy before storing it to the storage node.
4) User: This is a mobile node who wants to access the data
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stored at the storage node (e.g., a soldier). If a user possesses

secrecy means that any user who drops an attributeshould be

a set of attributes satisfying the access policy of the encrypted

prevented from accessing the plaintext of the subsequent data

data defined by the sender, and is not revoked in any of the

exchanged after he drops the attribute, unless the other valid

attributes, then he will be able to decrypt the ciphertext and

attributes that he is holding satisfy the access policy.

obtain the data. Since the key authorities are semi-trusted,

III. PRELIMINARIES ANDDEFINITION

they should be deterred from accessing plaintext of the data

A. Cryptographic Background

in the storage node; mean while, they should be still able to

Wefirst provide a formal definition for access structure

issue secret keys to users. In order to realize this somewhat

recapitulating the definitions in [12] and [13]. Then, we will

contradictory requirement, the central authority and the local

briefly review the necessary facts about the bilinear map and

authorities engage in the arithmetic 2PC protocol with

its security assumption.

mastersecret keys of their own and issue independent key

In the proposed scheme, the role of the parties is taken by the

components to users during the key issuing phase. The 2PC

attributes. Thus,the access structure will contain the

protocol prevents them from knowing each other’s master

authorized sets of attributes. From now on, by an access

secrets so that none of them can generate the whole set of

structure, we mean a monotone access structure.

secret keys of users individually. Thus, we take an

Bilinear Pairings: Let and be a multiplicative

assumption that the central authority does not collude with

cyclic group.

the local authorities (otherwise, they can guess the secret
keys of every user by sharing their master secrets).
B. Threat Model and Security Requirements

IV. PROPOSEDSCHEME
In this section, we provide a multiauthority CP-ABE

1) Data confidentiality: Unauthorized users who do not have

scheme

enough credentials satisfying the access policy should

for secure data retrieval in decentralized DTNs. Each local

bedeterred from accessing the plain data in the storage node.

authority issues partial personalized and attribute key

In addition, unauthorized access from the storage node orkey

components to a user by performing secure 2PC protocol with

authorities should be also prevented.

the central authority. Each attribute key of a user can be

2) Collusion-resistance: If multiple users collude, they may

updated individually and immediately. Thus, the scalability

be able to decrypt a ciphertext by combining their attributes

and security can be enhanced in the proposed scheme.

even if each of the users cannot decrypt the ciphertext alone

Since the first CP-ABE scheme proposed by Bethencourt et

[11]–[13]. For example, suppose there exist a user with

al. [13], dozens of CP-ABE schemes have been proposed [7],

attributes {”Battalion 1”, “Region 1”} and another user with

[21]–[23]. The subsequent CP-ABE schemes are mostly

attributes {”Battalion 2”, “Region 2”}. They may succeed in

motivated by more rigorous security proof in the standard

decrypting a ciphertext encrypted under the access policy of

model. However, most of the schemes failed to achieve the

(“Battalion 1” AND “Region 2”), even if each of them cannot

expressiveness of the Bethencourtet al.’s scheme, which

decrypt it individually. We do not want these colluders to be

described an efficient system that was expressive in that it

able to decrypt the secret information by combining their

allowed an encryptor to express an access predicate in terms

attributes. We also consider collusion attack among curious

of any monotonic formula over attributes. Therefore, in this

localauthorities to derive users’ keys.

section, we develop a variation of the CP-ABE algorithm

3) Backward and forward Secrecy: In the context of ABE,

partially based on (but not limited to) Bethencourt et al.’s

backward secrecy means that any user who comes to hold an

construction in order to enhance the expressiveness of the

attribute (that satisfies the access policy) should be prevented

access control policy instead of building a new CP-ABE

from accessing the plaintext of the previous data exchanged

scheme from scratch.

before he holds the attribute. On the other hand, forward

A. Access Tree
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1) Description:Let be a tree representing an access structure.
Each nonleaf node of the tree represents a threshold gate. If is
the number of children of a node and is its threshold value,
then . Each leaf node of the tree is described by an attribute
and a threshold value denotes the attribute associated with
the leaf node in the tree. represents the parent of the node in
the tree. The children of every node are numbered from 1 to

4) Data Decryption: When a user receives the ciphertext CT
from the storage node, the user decrypts the ciphertext with
its secret key. The algorithm performs in a recursive way. We
first definearecursivealgorithm

.

num. The function returns such a number associated with the
node.
The index values are uniquely assigned to nodes in the access
Structure foragiven key in anarbitrary manner.
B. Scheme Construction
Let G0 be a bilinear group of prime order ,andlet be a
generator of G0. Let e: G0 * G0  G1 denote the bilinear map.
1) System Setup: At the initial system setup phase, the trusted
initializer2 chooses a bilinear group of prime order with

C. Revocation
We observed that it is impossible to revoke specificattribute
keys of a user without rekeying the whole set of key
components of the user in ABE key structure since the whole

generator according to the security parameter.
2) Key Generation:In CP-ABE, user secret key components
consist of a single personalized key and multiple attribute
keys.The personalized key is uniquely determined for each
user to prevent collusion attack among users with different
attributes. The proposed key generation protocol is composed
of the personal key generation followed by the attribute key
generation protocols. It exploitsarithmetic secure 2PC

key set of a user is bound with the same random value in
order to prevent any collusion attack. Therefore, revoking a
single attribute in the system requires all users who share the
attribute to update all their key components even if the other
attributes of them are still valid. This seems very inefficient
and may cause severe overhead in terms of the computation
and communication cost, especially in large-scaled DTNs.

protocol to eliminate the key escrow problem such that none
of the authorities can determine the whole key components of
users individually.
Personal Key Generation: The central authority and each
local authority are involved in the following protocol. For
D. Key Update

brevity, the knowledge of proofs are omitted below.
3) Data Encryption:When a sender wants to deliver its
confidential data ,hedefines the tree access structure over the
universe of attributes , encrypts the data under to enforce
attribute-based access control on the data, and stores it into
the storage node. The encryption algorithm chooses a
polynomial for each node in the tree . These polynomials are

Let Y be the set of leaf nodes in the access tree. To encrypt a
under the tree access structure

corresponding key should be updated to prevent the user from
accessing the previous or subsequent encrypted data for
backward or forward secrecy, respectively. The key update
procedure is launched by sending a join or leave request for
some attribute group from a user who wants tohold or drop
the attribute to the corresponding authority. On receipt of the

chosen in a topdown manner, starting from the root node.

message

When a user comes to hold or dropan attribute, the

,it

constructs a ciphertext using public keys of each authority as

membership change request for some attribute groups, it
notifies the storage node of the event.
V. ANALYSIS
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In this section, wefirst analyze and compare the efficiency of

rekeying message size represents the communication cost

the proposed scheme to the previous multiauthority CP-ABE

that the key authority or the storage node needs to send to

schemes in theoretical aspects. Then, the efficiency of the

update nonrevoked users’ keys for an attribute. Private key

proposed scheme is demonstrated in the network simulation

sizerepresents the storage cost required for each user to store

in terms of the communication cost. We also discuss its

attribute keys or KEKs. Public key size represents the size of

efficiency when implemented with specific parameters and

the system public parameters. In this comparison, the access

compare these results to those obtained by the other schemes.

tree is constructed with attributes of different authorities

A. Efficiency

except in BSW of which total size is equal to that of the single

Table I shows the authority architecture, logic expressiveness

access tree in BSW. As shown in Table II, the proposed

of access structure that can be defined under different disjoint

scheme needs rekeying message size of at most to realize

sets of attributes (managed by different authorities), key

user-level access control for each attribute in the system.

escrow, and revocation granularity of each CP-ABE scheme.

Although RC does not need to send additional rekeying

In the proposed scheme, the logic can be very expressive as in

message for user revocations as opposed to the other

the single authority system like BSW [13] such that the

schemes, its ciphertext size is linear to the number of revoked

access

users in the system since the user revocation message is

policy can be expressed with any monotone access structure

included in the ciphertext. The proposed scheme requires

under attributes of any chosen set of authorities; while HV [9]

ausertostore more KEKs than BSW. However, it has an effect

and RC [4] schemes only allow the AND gate among the sets

on reducing the rekeying message size. The proposed scheme

of attributes managed by different authorities. The revocation

is as efficient as the basic BSW in terms of the ciphertext size

in the proposed scheme can be done in an immediate way as

while

opposed to BSW. Therefore, attributes of users can be

multiauthority systems.

realizing

more

secureimmediate

rekeying

in

revoked at any time even before the expiration time that
might be set to the attribute.

B. Simulation
In this simulation, we consider DTN applications using the
Internet protected by the attribute-based encryption.
Almeroth and Anmar [32] demonstrated the group behavior
in the Internet’s multicast backbone network (MBone). They
showed that the number of users joining agroup follows a
Poisson distributionwithrate , and the membership duration

This enhances security of the stored data by reducing the

time follows an exponential distribution with a mean

windows of vulnerability. In addition, the proposed scheme

duration. Since each attribute group can be shown as an

realizes morefine-grained user revocation for each attribute

independent network multicast group where the members of

rather than for the whole system as opposed to RC. Thus,

the group share a common attribute, we show the simulation

even if a user comes to hold or drop any attribute during the

result following this probabilistic behavior distribution [32].

service in the proposed scheme, he can still access the data
with other attributes that he is holding as long as they satisfy
the access policy defined in the ciphertext. The key escrow
problem is also resolved in the proposed scheme such that the
confidential data would not be revealed to any curious key
authorities. Table II summarizes the efficiency comparison
results among CP-ABE schemes. In the comparison,
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10 000, and the number of attributes in the system is 30. The
number of the key authorities is 10, and the average number
of
attributes associated with a user’s key is 10. For a fair
comparison with regard to the security perspective, we set the
rekeying periods in HV as min. To achieve an 80-bit security
level, we set . is not added to the simulation result because it
is commonin all multiauthority CP-ABE schemes. As shown
in Fig. 3, the communication cost in HV is less than RC in
the beginning of the simulation time (until about 30 h).
However, as the time elapses, it increases conspicuously
because

the

number

of

revoked

users

increases

We suppose that user join and leave events are independently

accumulatively. The proposed scheme requires the least

and identically distributed in each attribute group following

communication cost in the network system since the rekeying

Poisson distribution. The membership duration time for an

message

attribute is assumed to follow an exponential distribution.

multiauthority schemes.

We set the interarrival time between users as 20 min and the

C. Implementation

average membership duration time as 20 h. Fig. 2 represents

Next, we analyze and measure the computation cost for

the number ofcurrent users and revoked users in an attribute

encrypting (by a sender) and decrypting (by a user) a data.

group during 100 h. Fig. 3 shows the total communication

We

cost that the sender or the storage node needs to send on a

used a Type-A curve (in the pairing-based cryptography

membership change in each multiauthority CP-ABE

(PBC) library [33]) providing groups in which a bilinear map

scheme.It includes the ciphertext and rekeying messages for

is defined. Although such curves provide good computational

nonrevoked users. It is measured in bits. In this simulation,

efficiency (especially for pairing computation), the same

the total number of users in the network is

does not hold from the point of view of the space required to

in

is

comparatively less

than

the other

represent group elements. Indeed, each element of needs 512
bits at an 80-bit security level and 1536 bits when 128-bit of
security are chosen.
Table III shows the computational time results. For each
operation,we
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cryptographic operation was implemented using the PBC

components to satisfy the secret sharing scheme embedded in

library ver.0.4.18[33] on a 3.0-GHz processor PC.The

the ciphertext. Another collusion attack scenario is the

publickey parameters were selected to provide 80-bit security

collusion between revoked users in order to obtain the valid

level. The implementation usesa 160-bit elliptic curve group

attribute group keys for some attributes that they are not

based on the supersingular curve over a 512-bitfinitefield.

authorized to have (e.g., due to revocation). The attribute

The computational cost is analyzed in terms of the pairing,

group key distribution protocol, which is complete subtree

exponentiation operations in and. The comparatively

method in the proposed scheme, is secure in terms of the key

negligible

multiplication

indistinguishability [29]. Thus, the colluding revoked users

operations in the group are ignored in the time result. In this

can by no means obtain any valid attribute group keys for

analysis, we assume that the access tree in the ciphertext is a

attributes that they are not authorized to hold. Therefore, the

complete binary tree. Computation costs in Table III

desired value cannot be recovered by collusion attack since

represent the upper bound of each cost. We can see that the

the blinding value is randomized from a particular user’s

total computation time to encrypt data by a sender in the

private key. Collusion among the local authorities could

proposed scheme is the same as BSW, while decryption time

determine the personalized key component of some user .

by a user requires exponentiations in more. These

However, each attribute key component of the user is blinded

exponentiation operations are to realize thefine-grained key

in the local authorities’ view in that they are divided by the

revocation for each attribute group. Therefore, we can

secret , which is only known to the user and .Therefore, the

observe that there is a tradeoff between computational

colluding local authorities cannot derive the whole set of

overhead and granularity of access control, which is closely

secret keys of users.

related to the windows of vulnerability. However, the

B. Data Confidentiality

computation cost for encryption by asenderand decryption by

In our trust model, the multiple key authorities are no longer

a user are more efficient compared to the other multiauthority

fully trusted as well as the storage node even if they are

schemes.

honest. Therefore, the plain data to bestored should be kept

hash,

symmetric

key,

and

VI. SECURITY
In this section, we prove the security of our scheme with

secret from them as well as from unauthorized users. Data
confidentiality on the stored data against unauthorized users

regard to the security requirements discussed in Section II.

can be trivially guaranteed. If the set of attributes of a user

A. Collusion Resistance

cannot satisfy the access tree in the ciphertext, he cannot

In CP-ABE, the secret sharing must be embedded into the

recover the desired value during the decryption process,

ciphertext instead to the private keys of users. Like the

where is a random value uniquely assigned to him. On the

previous ABE schemes [11], [13], the private keys of users

other hand, when a user is revoked from some attribute

are randomized with personalized random values selected by

groups that satisfy the access policy, he cannot decrypt the

the such that they cannot be combined in the proposed

ciphertext either unless the rest of the attributes of him satisfy

scheme. In order to decrypt a ciphertext, the colluding

the access policy. In order to decrypt a node for an attribute ,

attacker should recover . To recover this, the attacker must

the user needs to pair from the ciphertext and from its private

pair from the ciphertext and from the other colluding users’

key. However, this cannot result in the value ,which is

private keys for an attribute (we suppose that the attacker

desired to generate ,since is blinded by the updated attribute

does not hold the attribute ). However, this results in the

group key that the revoked user from the attribute group can

value blinded by some random value, which is uniquely

by no means obtain. Another attack on the stored data can be

assigned to each user, even if the attribute group keys for the

launched by the storage node and the key authorities. Since

attributes that the user holds are still valid. This value can be

they cannot be totally trusted, confidentiality for the stored

blinded out if and only if the user has the enough key

data against them is another essential security criteria for
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secure data retrieval in DTNs. The local authorities issue a

with a secret key in the ciphertext are reencrypted by the

set of attribute keys for their managing attributes to an

storage node with a random , and the ciphertext components

authenticated user , which are blinded by secret information

corresponding to the attributes are also reencrypted with the

that is distributed to the user from .They also issue the user a

updated attribute group keys. Then, the user cannot decrypt

personalized secret key by performing the secure 2PC

any nodes corresponding to the attributes after revocation

protocol with . As we discussed in Theorem 1, this key

due to the blindness resulted from newly updated attribute

generation protocol discourages each party to obtain each

group keys. In addition, even if the user has recovered before

other’s master secret key and determine the secret key issued

he was revokedfrom the attribute groups and stored it, it will

from each other. Therefore, they could not have enough

not help to decrypt the subsequent ciphertext reencrypted

information to determine the whole set of secret key of the

with a new random . Therefore, the forward secrecy of the

user individually. Even if the storage node manages the

stored data is guaranteed in the proposed scheme.

attribute groupkeys, it cannot decrypt any of the nodes in the

VII. CONCLUSION

access tree in the ciphertext. This is because it is only

DTN technologies are becomingsuccessful solutions in

authorized to reencrypt the ciphertext with each attribute

military applications that allow wireless devices to

group key, but is not allowed to decrypt it (that is, any of the

communicate with each other and access the confidential

key components of users are not given to the node).

information reliably by exploiting external storage nodes.

Therefore, data confidentiality against the curious key

CP-ABE is a scalable cryptographic solution to the access

authorities and storage node is also ensured.

control and secure data retrieval issues. In this paper, we

C. Backward and Forward Secrecy

proposed an efficient and secure data retrieval method

When a user comes to hold a set of attributes that satisfy the

usingCP-ABE for decentralized DTNs where multiple key

access policy in the ciphertext at some time instance, the

authorities manage their attributes independently. The

corresponding attribute group keysare updated and delivered

inherent key escrow problem is resolved such that the

to the valid attribute group members securely (including the

confidentiality of the stored data is guaranteed even under the

user). In addition, all of the components encrypted with a

hostile environment where key authorities might be

secret key in the ciphertext are reencrypted by the storage

compromised

node with a random , and the ciphertext components

thefine-grained key revocation can be done for each attribute

corresponding to the attributes are also reencrypted with the

group. We demonstrate how to apply the proposed

updated attribute group keys. Even if the user has stored the

mechanism to securely and efficiently manage the

previous ciphertext exchanged before he obtains the attribute

confidential data distributed in the disruption-tolerant

keys and the holding attributes satisfy the access policy, he

military network

or

not

fully

trusted.

In

addition,

cannot decrypt the pervious ciphertext. This is because, even
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